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DR D IS A 21ST-CENTURY FAMILY

physician. She carries a per-
sonal digital assistant (PDA) in-

stead of a pager. She has no answering
service; to communicate with her, pa-
tients e-mail her PDA, which sounds an
alarm when a new e-mail arrives. Dr D’s
face-to-face patient visits run from 11 AM

to 1 PM and 3 PM to 5 PM. The remaining
time she answers patients’ e-mails (for
which she is reimbursed by Medicare,
Medicaid, and private insurers), ana-
lyzes home glucose results of her dia-
betic patients and titrates their medica-
tion doses on the Internet, examines her
home-bound elderly congestive heart fail-
ure patients via her telemedicine hook-
up, and beams prescription refills to the
pharmacy from her PDA. Dr D’s office
houses no books or patient charts. Evi-
dence-based medical information is ac-
cessed instantaneously from the leading
Web sites, and all patient information is
stored in the electronic medical record
(EMR) system. Dr D’s medical assistant
periodically sorts the patient registry and
e-mails patients reminders to schedule a
diabetic eye examination or come in for
the third hepatitis B vaccination. Rec-
ords from emergency department visits
and hospitalizations appear on Dr D’s
e-mail in-box and are transferred to the
EMR system. All patients carry smart
cards with their problem and medica-
tion lists, allergies, recent laboratory data,
and electrocardiographic tracing.

Advancements in technology have
been a part of medicine from the time
that an ancient healer first devised a bet-
ter mortar and pestle for grinding me-
dicinal herbs. Modern technological in-

novations stimulated specialization in
medicine, with many specialties largely
defined by mastery of technical proce-
dures. Because technology has not de-
fined primary care to the degree that it
has other specialties, it is easy to over-
look the ubiquitous and influential
presence of technology in contempo-
rary primary care offices. The stetho-
scope, the electrocardiogram ma-
chine, and even the telephone were
once considered radical innovations; yet
all became widely adopted as essential
tools for primary care practice.

Innovation in computer technology is
the most profound of recent technologi-
cal advances. Electronic health care–
e-health—is a development well suited
to facilitating many key tasks of pri-
mary care. As Dr D discovered, e-health
is poised to become an essential ele-
ment in the redesign of the primary care

practice.1 Yet e-health potentially threat-
ens human relationships fundamental to
primary care, substituting impersonal ex-
changes across luminescent LCD screens
for the face-to-face encounters and
hands-on care that produce much of the
therapeutic benefit and professional sat-
isfaction of primary care practice. In ad-
dition, concerns abound that e-health,
rather than making practice more effi-
cient, may add new burdens, creating
more work and additional expenses.

This article, in the series Innova-
tions in Primary Care, reviews the mul-
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The computer revolution has enormous potential to improve primary care in
the areas of medical records, communication between physicians and pa-
tients, information sharing among health care providers, and rapid access
to reliable medical information for both physicians and patients. A number
of barriers must be overcome before computerization is widely embraced in
primary care: e-health often takes too much time and is too expensive; the
quality of Web-based medical information is inadequate; software pro-
grams may not interact with one another; patient privacy must be pro-
tected; public and private insurers rarely pay for electronic communication
with patients; and the computer could interfere with the patient-physician
relationship. Studies have shown that some computerized systems, such as
reminder prompts and physician performance feedback, may improve phy-
sician performance and patient outcomes, but if these systems are too time-
consuming, physicians may not use them. If primary care practices are to
benefit from the electronic revolution, they must redesign their clinical pro-
cesses to ensure that e-health facilitates rather than hinders the work of
physicians.
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tiple roles that the electronic revolu-
tion can play in primary care. We begin
with an introduction to the major func-
tions of e-health technology, followed
by a discussion of barriers to its adop-
tion and strategies to overcome these
barriers. We then review evidence on
the impact of these technologies on
medical practice.

The Roles of Electronic Health Care
Ebell and Frame2 divide e-health into
several functional categories: medical
records, communication, decision
support, and management of the
knowledge base. Because the latter 2
categories share many attributes, we
consolidate decision support and
knowledge-base management into a
single category.

Medical Records
Medical records are a method for stor-
ing, organizing, and retrieving infor-
mation about patients. For decades,
medical records’ technology was re-
markably stagnant. Breakthroughs con-
sisted of new systems of color-coded
chart tags and rolling lateral file cabi-
nets. A 1997 Institute of Medicine re-
port begins: “In spite of more than 30
years of exploratory work and mil-
lions of dollars in research and imple-
mentation of computer systems in
health care provider institutions, pa-
tient records today are still predomi-
nantly paper records.”3 By 2002, only
17% of US primary care physicians used
an EMR system compared with 58% in
the United Kingdom and 90% in Swe-
den.4 In 2001, acknowledging the slow
progress of medical record computer-
ization, the Institute of Medicine rec-
ommended that public and private sec-
tors of the health care economy “make
a renewed national commitment to
building an information infrastruc-
ture . . . [that will] lead to the elimi-
nation of most handwritten clinical data
by the end of the decade.”5 In the pa-
perless office, medical records would
be entirely electronic, obviating the
need for personnel to pull, file, and
place reports in paper charts. The EMR
system would interface laboratories,

x-ray departments, hospitals, special-
ists, and pharmacies. The EMR sys-
tem portals—whether computers,
PDAs, voice recognition, or handwrit-
ing recognition devices—would be in
every examination room and clini-
cian’s office; ideally, patients could view
their computerized records along with
their physicians.

The EMR systems offer the promise
of greater convenience, accessibility, in-
tegration, and accuracy of informa-
tion about individual patients. Equally
important, they are a substrate for a
population-based approach to medi-
cal practice that groups patients by
diagnoses and clinical risk strata.6 Ex-
amples include chronic disease regis-
tries and lists of patients appropriate for
preventive services such as Papanico-
laou tests or colon cancer screening.
Early pioneers of population-based
medicine-devised systems of index
cards with holes punched in the cards
that allowed the physician to insert a
rod to pull out cards for all patients with
a particular diagnosis or characteris-
tic—a technology with limited appeal
to any but true devotees of population-
based medicine. The EMR system rep-
resents a quantum leap in technology
that facilitates sorting and retrieval of
patient information to produce regis-
tries and reminder prompts.

Communication
Previous innovations in communica-
tions technology—the telephone and
the pager—dramatically changed the
accessibility of physicians to patients
and colleagues. Computer technology
offers additional novel means of com-
munication.

Patient-Physician. Many interactions–
informing patients of test results, arrang-
ing specialty referrals, receiving data on
home glucose levels, and adjusting medi-
cation doses accordingly–can be handled
by e-mail, bypassing the frustrating tele-
phone systems plaguing many medical
facilities.7,8 E-mail communication cre-
ates the potential for improved continu-
ity of care because patients can interact
with their personal physician asynchro-
nously via e-mail. Traditional modes of

synchronous interaction such as face-
to-face visits and telephone calls are more
difficult to schedule. Despite these ad-
vantages, in a 2000 survey of e-mail us-
ers, only 6% reported sending an e-mail
message to their physician, although
more than half wished to do so.9 Kas-
sirer7 found that “many patients are be-
ginning to use online communications
and are dragging their doctors along.”

Secure personal Web pages repre-
sent a more comprehensive form of
electronic communication between pa-
tients and physicians. In addition to
their e-mail function, Web pages can
create lists of diagnoses, medications
and allergies; issue reminders on ap-
pointments and preventive services
such as flu shots; perform prescrip-
tion refills; and provide links to repu-
table health information Web sites.10,11

Through use of interactive Web sites,
patients with diabetes can enter home
glucose levels and patients concerned
with depression can complete one of the
formal depression screening tools. Some
physician organizations are offering
patients online access to their medical
records.12

Provider-Provider. E-mail may re-
place the telephone and written corre-
spondence for communications
between providers (ie, physician-
physician, physician-pharmacist). Spe-
cialty consultations could include an
e-mail message with an electronic at-
tachment of a patient’s test results, a
scanned photo of a skin lesion, or a digi-
tal radiograph.

The electronic prescription is a
major breakthrough in physician-
pharmacist communication. e-Prescrib-
ing can be accomplished by using a PDA
with software that produces lists of all
products indicated for a particular diag-
nosis, provides proper dosages, flagsdrug
interactions, determines whether the
prescribed drug is on the patient’s in-
surance formulary, and sends the pre-
scription to the patient’s pharmacy. In
2001, only 6% of prescriptions were
written electronically, but this figure is
growing.13,14

Another mode that combines com-
munication between physician and phy-
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sician and physician and patient is the
smart card, which is a credit card–
sized plastic card with an embedded
computer chip that can store a pa-
tient’s demographic and medical data.
Protected by a personal identification
number, smart cards can be swiped
through a card reader to access the in-
formation.15

Knowledge Base
and Decision Support
Access to Information for Physi-
cians. On average, each ambulatory visit
generates one clinical question that the
physician is unable to answer.16 In-
stantly accessible, up-to-date evidence-
based data should be a standard fea-
ture of any primary care practice,
whether accessed on a computer or a
PDA.17 Medical information first be-
came widely available via computer in
1971, when the National Library of
Medicine began its MEDLINE system.
Physicians conduct hundreds of mil-
lions of MEDLINE searches each year.18

As the Internet grew in the 1990s, non-
governmental medical sites devel-
oped, offering both commercial and
noncommercial clinical information.

Using desktop computers or hand-
held PDAs, physicians can store or elec-
tronically access directories of phar-
macies and specialists for each managed
care panel, descriptions of medica-
tions including drug interactions, ref-
erence texts, practice guidelines, and
evidence-based abstracts. Information
can be downloaded to a PDA from a
desktop computer or the Internet.
These decision-support tools can also
be embedded into EMR system soft-
ware.

Access to Information for Patients.
About 20% of adults in the United States
use the Internet to access health infor-
mation.19 Holding contradictory views,
53% of users are distrustful of infor-
mation they find on the Internet, but
more than 70% report that the infor-
mation influences health care deci-
sions.20 Growing numbers of patients
bring online search results into their
physicians’ offices, expecting their phy-
sicians to interpret the information.

Techies and Luddites
Dr T returned from the Computers in Medi-
cine conference enthused. “We need to get
our e-mail and our Web site up and run-
ning, our EMR working, and let’s save a
few trees—get all this paper out of the of-
fice!” Her partner Dr L growled back, “You
want to turn me into a secretary to type my
chart notes into some stupid machine that
breaks down every third day? You’re go-
ing to spend megabucks for some system
that will be obsolete in 2 years? And how
do you expect to get laboratory results and
discharge summaries from the hospital’s
ancient information system that doesn’t talk
to anyone else? Internet? Web? A patient
came in here with a Web printout demand-
ing bone densitometry every year starting
at age 40. The Web site was created by the
company providing the densitometry. You
go ahead and talk to your servers and
browsers; I’ll be talking to my patients.”

If e-health has so much to offer, why
isn’t e-health technology more widely
adopted in primary care practice? What
are the barriers to e-health and how can
these barriers be overcome?

e-Health Takes Too Much Time
One major impediment to adoption is
the fear that e-health technology will
only add to physicians’ already demand-
ing workload. Many physicians find that
the time commitment involved in learn-
ing and using computers is too great,
resulting in additional stress.21 Most
studies have found that primary care
physicians spend slightly more time
working with an EMR system than with
paper charts.21 A pediatric computer al-
gorithm increased compliance with
management plans, but physicians
found it “too tedious to use during
routine care.”21 A study of patient-
physician e-mail communication at pri-
mary care sites concluded that the time
physicians spent answering patient
e-mail requests was greater than the
time saved on telephone calls and of-
fice visits. Early adopters of e-mail tend
to be healthier patients whose e-mails
do not substitute for visits, but rather
increase the communication work-
load in a practice. As e-mail is increas-
ingly used as a visit substitute by pa-

tients with chronic illness, it may begin
to reduce physician workload.22

A major hurdle for EMR systems will
be to overcome many physicians’ re-
sistance to typing. Voice-recognition
software allows physicians to dictate
into the EMR system without typing or
paying a transcriptionist. Although
voice-recognition software programs are
available, few users find that these pro-
grams perform adequately in recogniz-
ing medical terms or formatting text for
EMR systems.23 One electronic func-
tion that may save physician and staff
time is computerized prescribing.21

e-Health Is Too Expensive
A full EMR system may cost $50000 or
more per physician in the first year. The
EMR system operating expenses may be
more than those for a paper office be-
cause savings in filing may be offset by
fees for service agreements and tech-
nical support. A paperless office can be-
come a ghost town if the EMR system
goes down, requiring budgets for un-
interruptible power supplies, obses-
sive back-up, and urgent technical as-
sistance.24 At least 10 primary care
residency programs purchased EMR
systems, only to discontinue them.25

Modifications to the full-scale EMR
system are being developed to reduce
the expense to small physician prac-
tices. A smaller EMR system would
computerize patient demographic data,
problem and medication lists, and pre-
ventive care reminder prompts, but visit
notes would be kept in paper charts.25

Alternatively, the EMR system can com-
puterize problem lists, medication lists,
and chart notes but leave out re-
minder systems, chronic disease regis-
tries, and other decision-support tools.26

The partial EMR system can later be up-
graded to a full EMR system.

An alternative is the Web-based EMR
system, in which the entire patient data
warehouse is kept by a vendor and ac-
cessed via the Internet. This “applica-
tion service provider” model burst on
the health care scene in 1999. Rather
than buying large new chunks of hard-
ware, medical practices pay $100 to
$600 per month per physician for the
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service. These products offer limited
billing and scheduling systems or full
EMR systems; they enable communi-
cation among physicians with differ-
ent software packages. A worrisome risk
of the Web-based EMR system is that
all patient records are kept off-site.27

Web Information Quality
Is Inadequate
A 1998 review of articles studying phy-
sician use of electronic information re-
trieval systems concluded that these sys-
tems had limited use in patient care
settings and met only a tiny fraction of
clinicians’ information needs. Many us-
ers found electronic searches to be un-
productive and to consume too much
time.28 Electronic retrieval of clinical
data has advanced substantially since
the 1998 review. Physicians need to in-
vest in a high-speed Internet connec-
tion, such as DSL or cable, and gain fa-
miliarity with navigating their preferred
evidence-based Web sites for rapid re-
trieval of information BOX. Even with
the myriad of decision-support Web
sites, some questions elude prompt an-
swers; for example, a search of several
sites failed to promptly yield the an-
swer to the query: how long does a pa-
tient need to remain on seizure medi-
cations after being seizure-free?

Consumer Web sites can be divided
into those sponsored by respected in-
stitutions with high-quality data and
those created by individuals and com-
mercial interests with variable quality
data.29 Eysenbach et al30 reviewed 79
studies of Internet health information
quality; 55 studies concluded that qual-
ity is a problem, 17 were neutral, and
7 (which used less rigorous search and
evaluation methods) found quality to

be adequate. Another study, looking at
both reputable and less reputable sites
found grossly erroneous information for
cancer patients.31 In one writer’s view,
“lack of regulation has created vast
amounts of contradictory and errone-
ous information . . . many dubious di-
rect-to-consumer businesses are pro-
liferating on the Internet.”32

The American Medical Association
has developed principles to guide de-
velopment of Web site content.33 Thus
far, these principles have not been en-
dorsed by the Internet health care
world, and no regulatory process cur-
rently exists to guarantee Internet health
care quality.

Software Programs Come and Go
and May Not Talk to One Another
Can e-health seamlessly connect pri-
mary care physicians with specialists,
hospitals, ancillary providers, and phar-
macies? Currently, the ever-changing
array of vendors and software pack-
ages makes connectivity a problem. For
example, few prescriptions written on
PDAs can be electronically transmit-
ted to pharmacies.14

McDonald et al34 make the analogy
between the unconnected jumble of
computer systems and a rain forest:
“Within the rain forest, trees and other
vegetation create a canopy, an inter-
woven system of plant life that pro-
vides a rich habitat . . . From the
ground, the forest is a collection of in-
dividual trees. From the canopy, it is a
seamless web.” They argue that the In-
ternet affords the opportunity for in-
dependent physician offices, pharma-
cies, laboratories, and hospitals to talk
to one another without each having the
identical computer system.

Patient Privacy
The federal government’s new privacy
standards for patient health informa-
tion, mandated by the Health Insur-
ance Portability and Accountability Act
(HIPAA) of 1996, began implementa-
tion in April 2003.35 These standards
are controversial because they may in-
hibit electronic communication. E-mail
privacy is best protected by encrypt-
ing e-mail messages, adding another
level of complexity to the use of e-mail.
The American Medical Informatics As-
sociation and the American Medical As-
sociation have formulated guidelines for
patient-physician e-mail communica-
tion; these include the caveat that ur-
gent problems should not be commu-
nicated by e-mail, and they discuss
e-mail–related liability and patient con-
sent issues.36

Lack of Reimbursement
The most commonly expressed bar-
rier to physicians’ use of e-mail com-
munication with patients is lack of re-
imbursement.36 Although physicians
paid by capitation or salary may face no
disincentive to substitute “virtual” vis-
its for in-person visits, most physi-
cians in the United States receive most
practice revenue on a fee-for-service ba-
sis and may lose income if time is di-
verted from face-to-face patient en-
counters. While some insurers are
paying fees for e-mail encounters, e-
health use is unlikely to mushroom un-
til the payment issue is resolved.

Patient-Physician Relationship
A review of primary care computing
suggested that both practitioners and
patients were concerned about the pos-
sible negative impact of computers on
the patient-physician relationship.21 On
the one hand, the Internet affords pa-
tients the opportunity to become better-
informed partners with their clini-
cians; on the other hand, empowering
patients with information that is inac-
curate or misleading may undermine
the patient-physician relationship.37 The
Internet may also exacerbate inequi-
ties in health care due to the socioeco-
nomic inequities in Internet access.7,20

Box. Web-Based Decision Support Tools
Cochrane Collaboration at http://www.cochrane.org.
Agency for Healthcare Research and Quality at http://www.ahrq.gov.
National Guideline Clearinghouse at http://www.guideline.gov.
InfoRetriever at Infopoems at http://www.infopoems.com.
DynaMed at http://www.dynamicmedical.com.
Medscape/WebMD at http://www.medscape.com.
UpToDate at http://www.uptodate.com
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A recent commentary in THE JOURNAL

poignantly describes the capacity of
computers to distract physicians from
human relationships. The physician de-
picted a memorable Christmas Eve
when the computer system went down
in the intensive care unit: “I arrive back
at the nursing unit to find it desert-
ed . . . they have all migrated to their
patients’ bedsides . . . A half-hour later,
the computer system is running again,
and like moths to a light bulb, the unit
staff eagerly huddles around the com-
puter screens . . . For a brief moment,
I saw what true patient care could be
like, without technology’s oftentimes
distracting presence.”38

Evidence on Effectiveness
Will quality of care improve through
electronic reminder systems and
chronic disease registries, or might the
reliance on electronic encounters
cheapen medicine’s tradition of patient-
physician trust and hands-on physical
examination?

Prescribing
Quality improvement is associated with
several functions performed by com-
puterized clinical information sys-
tems. An oft-cited inhospital study
found that computerized physician or-
der entry reduced medication errors by
55%.39 Nine of 15 studies on drug dos-
ing systems—most within the hospi-
tal—demonstrated improved physi-
cian performance.40 With the number
of outpatient medication errors grow-
ing,41 it is likely that e-prescribing in the
primary care setting can have salutary
effects on patient safety.17,42 However,
an adverse event could slow down the
implementation of a computerized pre-
scribing system. Physicians in a Los An-
geles, Calif, hospital recently rejected
a new computerized order entry sys-
tem, underlining that if such systems
are poorly designed, they will breed
physician resistance.43

Reminder Systems for Preventive
and Chronic Care
Although clinical practice guidelines
alone have not been shown to en-

hance quality, computerized remind-
ers do improve physician compliance
with practice guidelines. To change
practice, guidelines are most effective
by embedding them into the process of
care in the form of reminders at the time
the patient is seen.44

Computerized reminder systems im-
prove clinical process for a variety of
conditions, including ordering tests to
determine glycosylated hemoglobin and
lipid levels, foot examinations, coun-
seling smokers, diabetic eye examina-
tions, and others.45 Fourteen of 19 stud-
ies of computerized reminder systems
for preventive care showed improve-
ment in processes of care. Nineteen of
26 studies examining computerized re-
minders or algorithms for a variety of
medical conditions found a benefit.40

Other reviews indicate that computer-
ized reminders improve clinical pro-
cesses for diabetes care, immuniza-
tion, blood pressure screening, and
Papanicolaou tests, although the im-
provements often fade if the remind-
ers are stopped.21

Physician Feedback
Compared with the laborious work of
conducting chart audits, computerized
clinical data systems can facilitate the
provision of feedback to physicians on
their clinical performance for preven-
tive and long-term care. A Cochrane
Review found that such feedback can im-
prove both process and outcome mea-
sures in diabetes care.46 A meta-analysis
of interventions to improve physician
performance in chronic care also found
that feedback to physicians had a mod-
est but significant positive impact on
clinical processes and outcomes.47

Patient Self-management
of Chronic Illness
Studies are beginning to appear on the
use of the computer to assist patients
in managing chronic conditions. One
project to improve physical activity ran-
domized diabetic patients to an Inter-
net information-only program and an
interactive program involving goal set-
ting, reminders, and tracking of physi-
cal activity, Web-based support from a

personal coach, and Web-based com-
munication with other patients. Those
in the intervention who frequently
logged onto the program improved their
amount of physical exercise, but as the
weeks went by, this improvement
dropped steeply.48

Some vendors are hooking up pa-
tients to bathroom scales, blood pres-
sure cuffs, and electrocardiogram
machines, and providing home ques-
tion-and-answer consoles to monitor
symptoms; the electronically transmit-
ted data are then analyzed by case man-
agers. Claims abound that these pro-
grams save hospital and emergency
department costs, but controlled trials
are lacking.49

Conclusion
A recent study50 reveals the promise and
limitations of e-health. A controlled trial
involving 13 000 adult diabetic pa-
tients used processes known to im-
prove care such as primary care physi-
cians who have access to computerized
practice guidelines, diabetes registries for
proactive population-based interven-
tions, and performance feedback. The
study found that most physicians did not
use these computerized systems be-
cause they were too busy.50 The study
confirms that the electronic medium has
great potential to improve physicians’
work lives and health care quality, but
this potential will not be actualized with-
out carefully rethinking the primary care
process.

How can physicians in small prac-
tices begin to use electronic technolo-
gies in a manner that reenergizes rather
than drains their professional lives? In-
stead of one giant step forward, com-
puterization may occur in a staged man-
ner with sequential addition of elements
into an EMR system beginning with pa-
tient demographics and problem and
medication lists. At a later time, an EMR
system may be programmed with re-
minder prompts for immunizations,
preventive screening, and chronic care.
Physicians can explore whether their
local pharmacies are equipped to re-
spond to electronic prescribing and
determine which PDA software is
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compatible with their pharmacies’ com-
puter systems. An office e-mail policy
can be developed after consultation with
patients, colleagues, professional orga-
nizations such as the American Acad-
emy of Family Physicians, and the phar-
macies, hospitals, and specialists with
which the individuals at the primary
care practice interact.51

Whichever innovations are chosen as
a starting point, it is worthwhile to per-
form a simple analysis of the financial
and workload implications of these

changes. Electronic technology alters ex-
isting information and work-flow pat-
terns, and requires a conscious exami-
nation of practice procedures and office
staff division of labor. If a practice in-
stitutes electronic reminder systems,
medical assistants or nursing person-
nel can be trained to respond to com-
puter prompts with minimal physician
time commitment. If a practice begins
using an e-mail system, procedures
should be written for nonphysician per-
sonnel to screen and triage e-mail com-

munications similar to procedures for
handling telephone calls. Each elec-
tronic innovation should be tied to a
change in office work patterns.

Electronic technology provides a
powerful tool for generalists to keep
abreast of relevant information from the
expanding medical knowledge base and
to better serve their patients. If com-
puterization is performed in conjunc-
tion with simple alterations of work-
flow and division of labor, e-health may
revitalize the primary care experience.
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